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CUSTOMIZING A SWITCH
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Branch on a HIGH variable

Action writes to a LOW variable

if (high_key == foo) {

    modify_low_field();

}

else if (high_key == bar) {

    skip;

}

table match_action {

    key = { high_key; }

    actions  = { modify_low_field; }

}



REVISITING 
RUNNING EXAMPLE

App ID: foo

Priority: fast

Host: 1.2.3.4 Host: 6.7.8.9

switch

Public Network

App ID: bar

Priority: slow
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Suppose

stmt is non-interfering, i.e, no High to Low information flow

then
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P4 Program IFC Type System Catches IFC bugs

A

SEE THE PAPER FOR MORE ON…
Full type system

Non-interference theorem and proof

Several network scenarios using IFC, including isolation

OPEN QUESTIONS …

Recirculation Inter-Packet Leaks
A B

BA


