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P4BID

Information flow control type system for P4
Implement P4BID on top of P4's reference compiler

Encode networking properties as IFC properties
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Table Declaration

appZlpriority {
= { hdr.applID; }

- { set_priority; }
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BUGGY TABLE

Table Declaration

appZpriority {
= { hdr.appID; }

= { set_priority; }

(hdr.appID == foo) { <
set_priority(priol);

(hdr.appID == bar) {
set_priority(prio2); <

Branch on an UNTRUSTED variable

Action writes to a TRUSTED variable

16



DETECTING LEAKS IN P4BID



TYPING JUDGEMENT

['F,e stmt AT



TYPING JUDGEMENT

appID: <int, UNTRUSTED>

Initial Typing Context

['F,e stmt 4T

18



TYPING JUDGEMENT

. appiD: <int, UNTRUSTED>
applID: <int, UNTRUSTED> ,
destIP: <1nt, TRUSTED>

Initial Typing Context Final Typing Context

['F,e stmt 4T

18



TYPING JUDGEMENT

. appiD: <int, UNTRUSTED>
applID: <int, UNTRUSTED> ,
destIP: <1nt, TRUSTED>

Initial Typing Context Final Typing Context

['F,e stmt 4T
\

no writes to variables below PC

18



NON-INTERFERENCE THEOREM

Suppose

['Fpe stmt 4T

19



NON-INTERFERENCE THEOREM

Suppose

['Fpe stmt 4T

then

stmt is non-interfering, i.e, no High to Low information flow
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P4 Program IFC Type System Catches IFC bugs

SEE THE PAPER FOR MORE ON...

Full type system
Non-interference theorem and proof -
Several network scenarios using IFC, including isolation

OPEN QUESTIONS ...

@ Recirculation




